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CERNET IPv6 history
• May 3, 1998, IPv6 on FreeBSD at Tsinghua University
• Sept. 1998 first BGP4+ peer to Sprint (MRTd)
• Nov. 1998, First 6Bone backbone node in China
• Mar., 2000 IPv6 BBS--6th Galaxy opened
• April 26, 2000 obtained sTLA (2001:250::/35 ) from 

APNIC 
• Aug., 2000《IPv6原理与实践》published
• Sep. 25, 2000 CERNET joined IPv6 Forum
• Jan. 2002 DRAGONTAP IPv6 IX is running
• Jun. 2002 NSFCNET double stack is running
• Sept. 2003 CNGI-CERNET2 test nodes are running
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Be unique, be different
• Protocol selection

– Pure IPv6
• Equipment

– Multiple vendors
• Complexity

– Multiple ASs
• Transition 

– IPv4 over IPv6 (IETF softwire)
– IVI stateless translation (IETF behave)

• Architecture
– Source address authentication (IETF SAVI)
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The lessons learned
• Plan

– Performance
• CNGI-CERNET2 (IPv6) is light loaded
• CERNET (IPv4) is sometime congested 

– Charging 
• CNGI-CERNET2 (IPv6) is free
• CERNET (IPv4) is not free.

– Requirements 
• The Users need to run their applications in IPv6

• Reality 
– The users need to communicate with the IPv4 users, 

even the network is somehow congested and not free.
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What is the killer application of IPv6?

• The video?
– The IPv4 can support it well.

• The P2P?
– There are NAT transversal solutions

• My answer:
– The transparent communication with the 

IPv4 Internet is the “killer Application” of 
IPv6.
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How to achieve it?

• IPv4 address depletion
– Dual stack is not practical

• The IPv4 over IPv6 
– Solve part of the transition problem

• The translation between IPv4 and IPv6
– Difficult, but it is what users really want
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So we developed IVI

CERNET (IPv4)

Global 
IPv4

Global 
IPv4

CNGI-CERNET2 (IPv6)

Global 
IPv6

Global 
IPv6

IVI

2,000 universities 
connected
20M users

100 universities 
connected
400K users

IPv4-accessible
servers
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The IVI model

Global IPv4
My IPv6 
network

Global 
IPv6

IVI
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Conceptual example

IPv6
IPv4

Real IPv6 hostReal IPv4 host mirrored IPv6 host mirrored IPv4 host

IVI
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IVI address format

LIR Prefix IPv4 addr

0 32 40 72 96 127

Prefix part Host part

64

Entirely 0

For example 
LIR consists of ISP prefix (usually /32) and IVI flag 

CERNET/CNGI-CERNET2’s selection
– LIR = 2001:da8:ff00::/40
– ISP’s IVI service IPv4 address mapping

• 202.38.108.0/24 2001:da8:ffca:266c:0000::/64 
– ISP’s non-IVI service IPv4 address mapping

• 202.38.96.0/20 2001:da8:ffca:2660:0000::/60
– Other ISP’s IPv4 address mapping

• 0.0.0.0 2001:da8:ff00::/40
• 18.181.0.31/32 2001:da8:ff12:b500:1f00::/72
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IVI address mapping

IVIG46(i) IVI6(i) IVIG46(j)               IVI6(j)

IPG4                   IVI4(i)

6 4

IVI4(j)

4 64 6 6 4

IPS6(i) IPS6(j)

IPG6
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IVI protocol translation

• The protocol translation is based on 
modified SIIT.

• Special issues are related to 
– MTU and fragmentation
– Checksum recalculation 
– ICMP and ICMP error message handling
– Etc.
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IVI routing 

Longest prefix match

IVIR1 R2IPv4IPv4 IVI IPv6IVI IPv6

2001:da8:ff00::/40

2001:da8:ffca:266c:0000::/640.0.0.0/0

202.38.108.0/24
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DNS46/DNS64

xlateThe IPv4
Internet

An IPv6
Network
(subset)

DNS

DNS46
Ask for A

DNS64
Ask for AAAA
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Linux patch source code
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IVI ICMP extension
• Operation 

– IPv4 IPv6
– IPv6 IPv4
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Internet2 IVI trials



• Framework (info)
• Scenarios
• Operation modes
• Building blocks

• Prefix (std)
• Address format
• Prefix recommendation

• Translation (std)
• Header translation
• ICMP handling

• DNS (std)
• A AAAA mapping
• DNSSec handling

• Session database (std)
• Mapping table handing

• Others (APL-ALGs, multicast, …) 

Refer to

Refer to

Stateless translator

Stateful translator

Refer to

IETF behave: document layout
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CNGI-2 (CERNET)
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IVI IPv6
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主干IVI
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IPv4
/20

校园
IVI设备

校园IVI
DNS

校园网

校园IVI
网管

主干IVI
网管

IP/4
计算机

CERNET
网管中心

校园
IVI IPv6
计算机

校园
Non-IVI IPv6

计算机

校园
Non-IVI IPv6

计算机
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i=2

i=1

2001:da8:ffca:266c:0500::4:0

2001:da8:ffca:266c:0500::4:1

2001:da8:ffca:266c:0500::4:2

2001:da8:ffca:266c:0500::4:3

202.38.108.5

84

85

86

87

87
86

85
84

i=0

i=3

IPv4 address

IPv4-translatable IPv6 address

port

port

Design concept of stateless 1:N IVI
• Keep the basic features of the stateless translation (IVI)
• An IPv4 public address is shared by N IPv6 hosts (in this example 

N=4).
• The port number range for each IPv6 host is predefined.
• The port number range is encoded in the IPv6 address (IPv4-

translatable address) and no signaling scheme is required.
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stateless 1:N IVI (dIVI) solution
The IPv4
Internet

IVI An IPv6
network

The IPv4
Internet

NAT64 An IPv6
network

The IPv4
Internet

SL 1:N
IVI

An IPv6
network

HGW

HGW

HGW

202.38.114.1 2001:250:ffca:2672:0100::0

202.38.102.1#2000 2001:da8::100#3000

202.38.102.1#2001 2001:da8::101#3000

202.38.102.1#2002 2001:da8::200#3000

Algorithm

State database

58.200.192.10#P0 2001:da9:ff3a:c8c0:a00:0000:100:0#P0

58.200.192.10#P1 2001:da9:ff3a:c8c0:a00:0000:100:1#P1

58.200.192.10#P2 2001:da9:ff3a:c8c0:a00:0000:100:2#P2

Algorithm
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Comparisons
• Stateless 1:1 IVI 

– server/client full-function (bi-direction initiated) 
– Restricted IPv6 addresses (few, 1:1 mapping)
– Stateless and scalable
– Need DNS64 and ALG

• Stateless 1:N IVI (dIVI)
– Server/client limited function (bi-direction initiated) 
– Restricted IPv6 addresses (many, 1:N mapping)
– Stateless and scalable
– Do not need DNS64 and ALG (dIVI)

• Stateful 1:N NAT64
– Client limited function (IPv6 initiated only)
– Unrestricted IPv6 addresses (many, many, M IPv6 hosts share n IPv4 

addresses)
– Stateful and less scalable
– Need DNS64 and ALG
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IPv4 address depletion
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IPv4 address demand in China
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China telecom

中国电信IP地址申请数量（万）
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China Telecom lacks 
16 M to 110M IPv4 
addresses in the next 3 
to 5 years
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Home gateway implementation

The IPv4
Internet

1:N
XLATE Hgw1

An IPv6
network

Hgw2

HgwK

Hgw0
H0
DS

H1
DS

H2
DS

HK
DS
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China mobile
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End system implementation

The IPv4
Internet

1:N
XLATE

An IPv6
network

H0

H1

H2

HK

hgw

hgw

hgw

hgw
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Transition mechanisms

• When IPv4 addresses are running out
– IPv4 + NAT

• Short term solution
– Pure IPv6  

• Cannot reach the global IPv4, unacceptable
– Dual stack

• The cost increases, ISPs want others to deploy 
dual stack

– IVI IPv6
• The cost is the same as the single stack, but the 

IPv6 host can be reached by global IPv4
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Transition concept

Support IPv4 Support IPv6 (IVI)

Support
IPv6 (IVI)

Support 
IPv4

IPv4 area IPv6 area

S
ervice

N
etw

ork
U

ser

V4 only Network V6 only Network

IVI

Support
IPv6 (non-IVI)

Support IPv6 (non-IVI)

Transition IPv4 IPv6


