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CERNET IPv6 history

May 3, 1998, IPv6 on FreeBSD at Tsinghua University
Sept. 1998 first BGP4+ peer to Sprint (MRTd)

Nov. 1998, First 6Bone backbone node in China

Mar., 2000 IPv6 BBS--6th Galaxy opened

April 26, 2000 obtained sTLA (2001:250::/35 ) from
APNIC

Aug., 2000 (IPv6J&E ¥ 552k) published

Sep. 25, 2000 CERNET joined IPv6 Forum

Jan. 2002 DRAGONTAP IPv6 IX is running

Jun. 2002 NSFCNET double stack is running

Sept. 2003 CNGI-CERNET?2 test nodes are running
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Be unique, be different

* Protocol selection
— Pure IPv6
 Equipment
— Multiple vendors
« Complexity
— Multiple ASs
e Transition

— IPv4 over IPv6 (IETF softwire)
— |VI stateless translation (IETF behave)

« Architecture
— Source address authentication (IETF SAVI)



The lessons learned

e Plan

— Performance
« CNGI-CERNET2 (IPv6) is light loaded
« CERNET (IPv4) is sometime congested

— Charging
« CNGI-CERNET2 (IPv6) is free
« CERNET (IPv4) is not free.

— Requirements
* The Users need to run their applications in IPv6
e Reality

— The users need to communicate with the IPv4 users,
even the network is somehow congested and not free.
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What is the killer application of IPv6?
e
e The video?

—The IPv4 can support it well.
e The P2P?

—There are NAT transversal solutions
My answer:

— The transparent communication with the
IPv4 Internet is the “killer Application” of
IPVO.




How to achieve It?

* |IPv4 address depletion
— Dual stack is not practical

 The IPv4 over IPv6
— Solve part of the transition problem

 The translation between IPv4 and IPv6
— Difficult, but It is what users really want



So we developed VI

Global

CERNET (IPv4)

2,000 universities
connected
20M users

VI

Global

IPv4-accessible
servers

CNGI-CERNET2 (IPv6)

100 universities
connected
400K users



The IVI model

Global
IPv6

My IPv6
sy
N gy

Global IPv4
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Conceptual example

Real IPv4 host mirrored IPv6 host mirrored IPv4 host Real IPv6 host
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VI address format

0 | 32 |40 64 |72 |96 127
LIR Prefix IPv4 addr Entirely O
) Prefix part 0 Host part >

For example

LIR consists of ISP prefix (usually /32) and 1Vl flag
CERNET/CNGI-CERNET2”s selection
— LIR = 2001:da8:ff00::/740

— ISP’s 1VI service IPv4 address mapping
e 202.38.108.0/24 - 2001:da8:ffca:266c:-0000::/64
— ISP’s non-1VI service IPv4 address mapping

e 202.38.96.0/20 - 2001:da8:ffca:-2660:0000::/60
— Other ISP’s IPv4 address mapping
« 0.0.0.0 - 2001:da8:ff00::/740

 18.181.0.31/32 - 2001:da8:ff12:b500:1F00::/72
12



IVI address mapping
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VI protocol translation

* The protocol translation is based on
modified SIIT.

e Special issues are related to
— MTU and fragmentation
— Checksum recalculation

— ICMP and ICMP error message handling
— Etc.
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IVI routing

< 202.38.108.0/24

2001:4a8:ff00::/40 >

S~

/'

R1

VI

R2

A4

0.0.0.000 >

A 4

<Z2001:da8:ffca:266¢:0000::/64

Longest prefix match
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DNS46/DNS64

DNS46
Ask for A

The IPv4
Internet

DNS64
Ask for AAAA

DNS

ax

An IPv6

xlate

Network

(subset)
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Linux patch source code

CHIVI - Eoxills Firefox

IO M Y FRe BEQ ILQD ERQ

6 » E X i | | Mtep:five il g | (D r

) Back Gl YERE | Miodors Madin ] Misdea | ]8R Meuul || EEQES
W

I¥] source code dosmload

The IV1 IPvd/TPvE

packet translation implesentation as & Linux kemmel patch is available belos,
o IVI viL 5 kespel patch for Lima kernel 2.5, 17
o IV] v, 5 kernel pateh for Limix kernel 2 6, 18

The IV A/ARAA DRS proxy implesentation is available belos,
C code
o IVIINS vt 2 C code

For installing and configuration, plesse follow the instructions in the source code packases.
Or have & quick look at IVI FEAMME and Lirue BEADHE

& cods

IVI test servers

& hecson gipgle-gtack [PvE ssrver [200
» Meceas gingle-—gtack [PvE sew

® heceas [Pwd serwer (J02.38.1

5.114.1 wis TPvd

I¥] references

1ETF drafts
s Prefiv=specific and Stateless hdéress Nepping (IVD) for IPvd/IPvd Cosxistence and Tramsitiom (02}
o (roogle: IPvE+IVI4translatiorttransition

Copyright CEEMET Center 2008-2009

17



VI ICMP extension

ivitracerouted www.omit. edn

sro_iwid=zZ0Z_ 38.37_ 205 src_ivie=z001l:das8:ffca-Ze6l:cd00::
dst_host=wwy_nit.eadu
dst_ipd=18_7_22.83 dst_ivig=z001l:daS:££f12:716:5300::

traceroute to Z001:daf8: ££1z:71&6: 5300

30 hops max,

1

10

11

12

13

14

15
1

40 byte packets to

Z001:dag: ££0a:0:100: :

l0.0.0.1
Z001:daf: ffeca: 7023
Z20Z_112.35_254

2001:daf: ffeca: TO3E5:

Z0Z.112.53.73

Z001:dag: ffoca: 703d:

202_.112.61.158

Z001:dag: ffoa: 7035:

Z0Z.1lz.53.18

Z001:dag: ffchibicE:

Z03.181.194 125

Z001:daf: ffecl:ch7d:

19Z_E03.116. 145

Z001:dag: ffocf:e7£0:

Z207.231.240.1321

Z001:dag8: ££40:3%1c:

64 57 28._4L

Z001:dag8: ££40:3%1c:

64 L7 E3. 42

Z001:daf: ££40:331c:

&4 _E7. zZ8.7

2001:daf: ££40:39]1c:

&4 L7 E3.10

Z001:dag: f£fo0: E59:AdA00:

13z L. g9 221

Z001:dag: f£fo0: 59 2d00:

19z_5.89.237

* * *

s fe0n::

4900: :

Se00: :

1E00: :

7doo:

2100::

8300: :

Zdoo: :

Zzalo: :

oo

ald: :

to tZ00l:daf8: f£1Z2:716:5300::)
not_iwvi
0304 m=s 0O.Z62 ms 0.190 m=s
0,582 ms * *
1.660 ms 1.5328 ms 1.905 ms
0.371 m=s 0.530 m=s 0459 m=
0776 ms 0704 m=s 0690 m=s
89_382 m=s 82.076 m=s 89240 ms
Z04. 623 ms Z04.885 ms z04_.434 ms
£49.84F ms E49.945 ms ZEO0.3ES ms
£49.89]1 ws E49.936 ms ZE0.0%0 ms
E£59_.030 ms £59.110 ms ZE59.086 ms
264 247 ms 264 393 ms 264364 ms
£71.014 ms EZ69_57E ms ZE69.69EF ms
E74_300 ms 274483 ms 274316 ms
£74_534 ms 274367 ms 274517 ms
m=s 275,876 ms 276.090 ms

2001:dad: ££12:a8300:1900:: z27&.03z

12 12 N *C

e Operation
— IPv4 - IPv6
— IPv6 - IPv4

Mok WM

Z02
Z02
Z02
Z02
7202

Z02
g 202

Z02
9  Z0Z

Z02
10 202

[}

Z02.
Z02.
Z02.
Z02.
.38,
.38
.38,
.38
.38,
.38
.38,
.38
.38,
.38
.38,

112
112
112
112

ivitraceroute 202.35.108.2

LLOU65 6 mE 2 ms 1 mws

L53.73 4 ms 6 wms 12 ms

530178 1 ms 1 w=s 1 m=s

LE1.242 1 ms 1 ws 1 m=s

17.186 1 mz 1 ms 1 ms
A34538

17.186 1 mz 1 ms 1 ms
A34538

17.186 2 m3 2 m3 2 ms
A34538

17.186 2 m3 2 m3 2 ms
A34538

17.186 4 mz3 4 ms 3 mws
A34538

1058.2 2 ms 3 ms 3 ms
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Results for: IV

Internet?2 VI trials

grouped by location, scored using date, score without date show sumimaries

sorted by relevance

do not group

54% Summer 2009 ESCCInternet? Joint Techs Agenda

54% Winter 2009 ESCCiAnternet? Joint Techs

45% Summer 2009 ESCCInternet2 Joint Techs Agenda

45% Summer 2009 ESCCinternet? Joint Techs Agenda

Yiewy rmore hits from 'events internet? edw2009' (Group score: 44%)
54% Internet? - Digital Video Library

50% Internet2 - Digital Video Library

Wi mare hits fram sasasinternet? edufvideo' (Group score: 42%)
47% Performance-related Sessions | Joint Techs
46% Internet2 Speakers Bureaw: Presentations

46% Internet2 Speakers Bureau: Presentations

46% Internet2 Speakers Bureau: People: Mitsuru Kanda

46% Internet? Speakers Bureau: People: Chris Small

Yiewy rmore hits from 'events internet? edurspeakers' (Group score: 46%)
35% Program for Winter 2009 ESCCInternet2 Joint Techs
25% Recovery Bill Div &

1-6
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IETF behave: document layout

 Framework (info)
 Scenarios
*  Operation modes
*  Building blocks
r = T = l
| / Stateless translator N |
: L- Prefix (std) }4- _[- Translation (std) J I
* Address format Refer to  Header translation
I o  Prefix recommendation  |CMP handling I
l } l
| Refer to Refer to |
| DNS (std) : LY '
° S .
([ RAmrs || [o seensmmmeen |
I \- DNSSec handling PPINg g I
| |

Stateful translator

[- Others (APL-ALGs, multicast, ...) ]




CNGI-2 (CERNET)

CERNET
Y

IPv6
Internet

T
V1% 5%

IPvZ

Internct

ETIVI
DNS

EFIVI
W

CNGI-CERNETZ/{

= ———————

AT
|

IPv6/32

(S _— —_— _— —_— _— —_— _—— —_— _— —_— _— —_—

THEHL

T+ 15z bl
' IPV6 IVI IPv6
T AL TEHL
¢ bl
Non-IVI IPvE
THEHL
"M _
PV6/48 e
Non-IVI IPvE
THEHL
£ KNIV | | B EIVI
WS DNS k=7
IP/4 21




Design concept of stateless 1:N VI

.

« Keep the basic features of the stateless translation (V1)

 An IPv4 public address is shared by N IPv6 hosts (in this example
N=4).

* The port number range for each IPv6 host is predefined.

 The port number range is encoded in the IPv6 address (IPv4-
translatable address) and no signaling scheme is required.

IPv4-translatable IPv6 address port

port i=0 2001:da8:ffca:266¢:0500::4:0 84
4 /
IPv4 address A,8 35 I/:L» 2001:da8:ffca:266c:0500::4:1 85
202.38.1085 |
:\ 86 =2
) 87 || 2001:da8:ffca:266¢:0500::4:2 86
=3
2001:da8:ffca:266c¢:0500::4:3 87 29




stateless 1:N VI (dIVI) solution

The IPv4
Internet

VI

An IPv6

network

Algorithm

202.38.114.1 €~ 2001:250:ffca:2672:0100::0

The IPv4
Internet

SL 1:N
VI

An IPv6
network

______

______

Algorithm

58.200.192.10#P0 <> 2001:da9:ff3a:c8c0:a00:0000:100:0#P0

58.200.192.10#P1 <—-> 2001:da9:ff3a:c8c0:a00:0000:100:1#P1

58.200.192.10#P2 <—-> 2001:da9:ff3a:c8c0:a00:0000:100:2#P2

The IPv4
Internet

NAT64

An IPv6

network

State database
202.38.102.1#2000 €<-> 2001:da8::100#3000

202.38.102.1#2001 €<-> 2001:da8::101#3000

202.38.102.1#2002 <-> 2001:da8::200#3000 23




Comparisons

Stateless 1:1 VI
— server/client full-function (bi-direction initiated)
— Restricted IPv6 addresses (few, 1.1 mapping)
— Stateless and scalable
— Need DNS64 and ALG

Stateless 1:N VI (dIVI)
— Server/client limited function (bi-direction initiated)
— Restricted IPv6 addresses (many, 1:N mapping)
— Stateless and scalable
— Do not need DNS64 and ALG (dIVI)

Stateful 1:N NAT64
— Client limited function (IPv6 initiated only)

— Unrestricted IPv6 addresses (many, many, M IPv6 hosts share n IPv4
addresses)

— Stateful and less scalable
— Need DNS64 and ALG
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Foidress Counk ©oTsD

IPv4 address depletion
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|IPv4 address demand in China

I
BE 76.1%
=B 74.7%
A S; S
35000 33800 _ qg0r e
FE 255%
I
28000 2 23%  wneoke s
2 1 U D |:| 2 D D"'lrn Source: http://www.internetworldstats.com/+
15% CNC www _cnnic.cn, 200906
14000
10%
7000 59,

D l:l_u'lrl:l Total address demand

2005. 12 2006.6 2006.12 2007.6 2007.12 2008.6 2008, 12 2009, 6 i
Y —S—-DRMERE

cmc www._cnnic.cn, 200906

[T
T e e T T R e X
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China telecom

© ' &, €
@) mutt: arznanza 2 7
d1rt A
A B A i Kl LER

B 4 4 s N ' %& w % China Telecom lacks
_ 16 M to 110M IPv4
iﬁiﬁi wr | @B G addresses in the next 3

IPMs b8 B R 2, IPv4

MoIEI £ 2011 540 . to5 years

-IPv6AT 2h T4 37 & A

m5| APV R ZIE 2

R LY ISTE BVS: I S a
T BiE 7 4 PR ;; ; 1 \_
e ' ' e l

2000

1500 |

1000

500 |

o ‘ R s I I T Y

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Fp R (2 TP I R R C U 27




Home gateway implementation

HgwO DS
————
The IPv4 1:N An IPv6 H1
Internet XLATE network Hgw1l DS
—
H2
Hgw?2 e
——
HgwK HK
DS
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China mobile

Status of IPv4 addre: Ilnc}t{@n and pr It—::ms ﬁﬁth

Private IPv4

Porson o Person > Machine o Machine e

Address allocation status China Mainland China Mobile
until March 2009 until lan. 2009 until Jan. 2009

Privat
4%
Reserved
13.3%
Allo VUMIW
« 12 5%{520 million)

1
-IPv4 addresses in IAMA will exhaust on June 2011 | I ~GPRS user online will reach 17million

|
|
—Prediction from Geoff Huston of APNIC | Il —Prediction from CMCC :

“Foture IP address requirements estimation: @ Always online and reserve IP address: Personal
RS Web Services
above 520-900 null n 5 years
e e @  The deployment of some new services will be
Eﬁ:tﬂ'ﬁi 4 Egdm..- slower for the reason of NAT traverse upgrade

_F-u-

e

Huge IP address demands

Mumber of

mokile . ——
netizens _~7.~"15548

11760

J008.12  2009.06  Date

ha number of mobile netizens in China
has reachad 1.55 billion, cccupying 45.8%)
whole netizens, the increases has

woesd to 0.37 billion within half a year
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End system implementation

Ii
© =

Ii |[
i =

The IPv4 1:N An IPv6
Internet XLATE network

1)

=
S E

|
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Transition mechanisms

 \When IPv4 addresses are running out

— IPv4 + NAT
e Short term solution

— Pure IPv6
e Cannot reach the global IPv4, unacceptable

— Dual stack

* The cost increases, ISPs want others to deploy
dual stack

— VI IPv6

* The cost is the same as the single stack, but the
IPv6 host can be reached by global IPv4
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__—— |IPV6

Support
IPv6 (non-1VI)
Support IPv6 (non-IVI)

Support
IPv6 (IVI)

IPv6 area
Support IPv6 (IVI)
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| | | |
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